
 

User Authentication URL 

Request Token URL 

Access Token URL 

Callback URL 

OAuth Login URL 

User Consumer Service Provider 

HTTP Request 

method POST(RECOMMENDED) 
Parameters 
� oauth_consumer_key (Consumer Key) 

� oauth_signature_method 

� oauth_signature 
� oauth_timestamp 

� oauth_nonce 

� oauth_version(OPTIONAL) 
� oauth_callback (Callback URL) 

� Additional Parameters 

(oauth_signature)

Consumer Key 

(oauth_consumer_key)

Consumer

 

HTTP Response 

200 OK 
Parameters 
� oauth_token (Request Token) 

� oauth_token_secret 

� oauth_callback_confirmed 

� Additional Parameters 

Obtaining an Unauthorized Request Token 

Request Token( )  

Obtaining User Authorization 

User  

HTTP Request 

method GET or POST 

Service Provider User Service Provider User  

Service Provider  

� User User (MUST)

(MAY)  

� Service Provider User Consumer User

Service Provider (MAY)  

� User Service Provider Consumer

User  (MUST) User Consumer

Service Provider

(MUST NOT)  

� Consumer Key Cousumer User Service Provider User

Consumer (MUST) Service Provider

Consumer OAuth  

HTTP Response 

302 Found 

User Authorization URL with 

� oauth_token (Request Token) (OPTIONAL) 

� Additional Parameters 
HTTP Request 

method GET 

HTTP Response 

302 Found 

Callback URL with 
� oauth_token (Request Token) 

� oauth_verifier 
HTTP Request 

method GET 

Obtaining an Access Token 

Access Token ( )  

HTTP Request 

method POST(RECOMMENDED) 
Parameters 
� oauth_consumer_key (Consumer Key) 

� oauth_token (Request Token) 

� oauth_signature_method 
� oauth_signature 

� oauth_timestamp 

� oauth_nonce 
� oauth_version(OPTIONAL) 

� oauth_verifier 

Request Token

Consumer Key

(oauth_verifier)

 

HTTP Response 

200 OK 
Parameters 

� oauth_token (Access Token) 
� oauth_token_secret 

� Additional Parameters 
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